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DETAILED ACTION 

Information Disclosure Statement 

The information disclosure statements (IDS) submitted on Januuary 18, 2002 
and October 30, 2003 were filed in compliance with the provisions of 37 CFR 1 .97(b). 
Accordingly, the information disclosure statements are being considered by the 
examiner. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 

Claims 1-47 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S. 
6,658,004 granted to Kadansky et al. 
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Regarding claim 1 , Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of the computer 
during requests from the computer to a second computer over a communications 
system, the method comprising: 

establishing an authentication handshake with the second computer; and 
periodically sending messages to the second computer, wherein the second computer 
services the requests if the messages are valid and are received within a predetermined 
time interval." see Abstract; column 4, line 43 to column 5, line 36; column 7, lines 3-63 
and Figures 4, 5, 6 and 7. 

Regarding claim 2, Kadansky meets the claimed limitations as follows: 
"The method of Claim 1 wherein the authentication handshake comprises an exchange 
of a session key and a sequence value." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 3, Kadansky meets the claimed limitations as follows: 
"The method of Claim 2 wherein the messages further comprise the session key and 
the sequence value." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 4, Kadansky meets the claimed limitations as follows: 
"The method of Claim 3 wherein the session key and the sequence value are processed 
through a one-way hash function." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 5, Kadansky meets the claimed limitations as follows: 
"The method of Claim 1 wherein the requests are to send data." see Abstract; column 4, 
line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 6, Kadansky meets the claimed limitations as follows: 
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"The method of Claim 1 wherein the requests are to receive data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 7, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of a second 
computer during requests from the second computer to the computer over a 
communications system, the method comprising: 

establishing an authentication handshake with the second computer; periodically 
receiving messages from the second computer; and servicing the requests if the 
messages are valid and are received within a predetermined time interval." see 
Abstract; column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 
and 7. 

Regarding claim 8, Kadansky meets the claimed limitations as follows: 
"The method of Claim 7 wherein the authentication handshake comprises an exchange 
of a session key and a sequence value." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 9, Kadansky meets the claimed limitations as follows: 
"The method of Claim 8 wherein the messages further comprise the session key and 
the sequence value." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 10, Kadansky meets the claimed limitations as follows: 
"The method of Claim 9 wherein the session key and the sequence value are processed 
through a one-way hash function." see column 5, lines 15-36 and Figures 8 and 9. 

Regarding claim 1 1 , Kadansky meets the claimed limitations as follows: 
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"The method of Claim 7 wherein the requests are to send data." see Abstract; column 4, 
line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 12, Kadansky meets the claimed limitations as follows: 
"The method of Claim 7 wherein the requests are to receive data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Claims 13-18 are system claims that are substantially equivalent to method claims 1-6. 
Therefore system claims 13-18 are rejected by a similar rationale. 
Claims 19-24 are system claims that are substantially equivalent to method claims 7-12. 
Therefore system claims 19-24 are rejected by a similar rationale. 

Regarding claim 25, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of at least 
two second computers during requests from the at least two second computers to the 
computer over a communications system, the method comprising: establishing 
authentication handshakes with each of the at least two second computers; periodically 
receiving messages from the at least two second computers, wherein the messages are 
different from each other; and servicing the requests from the at least two second 
computers if their corresponding messages are valid and received within a 
predetermined time interval." see Abstract; column 4, line 43 to column 5, line 36; 
column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 26, Kadansky meets the claimed limitations as follows: 
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"The method of Claim 25 wherein the authentication handshakes comprise exchanges 
of at least two session keys and at least two sequence values." see column 5, lines 15- 
36 and Figures 8 and 9. 

Regarding claim 27, Kadansky meets the claimed limitations as follows: 
"The method of Claim 26 wherein the messages further comprise the at least two 
session keys and the at least two sequence values." see column 5, lines 15-36 and 
Figures 8 and 9. 

Regarding claim 28, Kadansky meets the claimed limitations as follows: 
"The method of Claim 27 wherein the at least two session keys and the at least two 
sequence values are processed through a one-way hash function." see column 5, lines 
15-36 and Figures 8 and 9. 

Regarding claim 29, Kadansky meets the claimed limitations as follows: 
"The method of Claim 27 further comprising: 

reading a table for information to use in determining expected messages for each 
of the at least two second computers, wherein the table includes identifiers associated 
with the at least two second computers, session keys associated with the at least two 
second computers, and sequence values associated with the at least two second 
computers; determining the expected messages for each of the at least two second 
computers; and validating that the expected messages for each of the at least two 
second computers are identical to each of their corresponding messages from the at 
least two second computers." see Abstract; column 4, line 43 to column 5, line 36; 
column 7, lines 3-63 and Figures 4, 5, 6 and 7. 
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Regarding claim 30, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of the computer 
during requests from the computer to a second computer over a communications 
system, the method comprising: establishing an authentication handshake with the 
second computer, wherein the authentication handshake includes a session key and a 
sequence value; and periodically sending messages to the second computer, wherein 
the messages include the session key and the sequence value, wherein the second 
computer services the requests if the messages are valid and are received within a 
predetermined time interval." see Abstract; column 4, line 43 to column 5, line 36; 
column 7, lines 3-63 and Figures 4, 5, 6 f 7, 8 and 9. 

Regarding claim 31 , Kadansky meets the claimed limitations as follows: 
"The method of Claim 30 wherein the requests are to send data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 32, Kadansky meets the claimed limitations as follows: 
"The method of Claim 30 wherein the requests are to receive data." see Abstract; 
column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 33, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of the computer 
during requests from the computer to a second computer over a communications 
system, the method comprising: establishing an authentication handshake with the 
second computer, wherein the authentication handshake includes a session key and a 
sequence value; and periodically sending messages to the second computer, wherein 
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the messages include the session key and the sequence value which are processed 
through a one-way hash function, wherein the second computer services the requests if 
the messages are valid and are received within a predetermined time interval." see 
Abstract; column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 
6, 7, 8 and 9. 

Regarding claim 34, Kadansky meets the claimed limitations as follows: 
"The method of Claim 33 wherein the requests are to send data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 35, Kadansky meets the claimed limitations as follows: 
"The method of Claim 33 wherein the requests are to receive data." see Abstract; 
column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 36, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of a second 
computer during requests from the second computer to the computer over a 
communications system, the method comprising: 

establishing an authentication handshake with the second computer, wherein the 
authentication handshake includes a session key and a sequence value; periodically 
receiving messages from the second computer, wherein the messages include the 
session key and the sequence value; and servicing the requests if the messages are 
valid and are received within a predetermined time interval." see Abstract; column 4, 
line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6, 7, 8 and 9. 

Regarding claim 37, Kadansky meets the claimed limitations as follows: 
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"The method of Claim 36 wherein the requests are to send data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 38, Kadansky meets the claimed limitations as follows: 
"The method of Claim 36 wherein the requests are to receive data." see Abstract; 
column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 39, Kadansky meets the claimed limitations as follows: 
"A method carried out in a computer for providing periodic verification of a second 
computer during requests from the second computer to the computer over a 
communications system, the method comprising: 

establishing an authentication handshake with the second computer, wherein the 
authentication handshake includes a session key and a sequence value; periodically 
receiving messages from the second computer, wherein the messages include the 
session key and the sequence value which are processed through a one-way hash 
function; and servicing the requests if the messages are valid and are received within a 
predetermined time interval." see Abstract; column 4, line 43 to column 5, line 36; 
column 7, lines 3-63 and Figures 4, 5, 6, 7, 8 and 9. 

Regarding claim 40, Kadansky meets the claimed limitations as follows: 
"The method of Claim 39 wherein the requests are to send data." see Abstract; column 
4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 

Regarding claim 41 , Kadansky meets the claimed limitations as follows: 
"The method of Claim 39 wherein the requests are to receive data." see Abstract; 
column 4, line 43 to column 5, line 36; column 7, lines 3-63 and Figures 4, 5, 6 and 7. 
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Claim 42 is a computer-executable process stored on a computer readable medium 
claim that is substantially equivalent to method claim 33. Therefore computer- 
executable process stored on a computer readable medium claim 42 is rejected by a 
similar rationale. 

Claims 43-45 are a computer-executable process stored on a computer readable 
medium claim that is substantially equivalent to method claims 7, 1 1 and 12. Therefore 
computer-executable process stored on a computer readable medium claims 43-45 are 
rejected by a similar rationale. 

Regarding claim 46, Kadansky meets the claimed limitations as follows: 
"A method carried out in an intelligent storage device for providing periodic verification 
of a computer during requests from the computer to the intelligent storage device over a 
communications system, the method comprising: 

establishing an authentication handshake with the computer, wherein the 
authentication handshake includes a session key and a sequence value; periodically 
receiving messages from the computer, wherein the messages include the session key 
and the sequence value which are processed through a one-way hash function; and 
servicing the requests if the messages are valid and are received within a 
predetermined time interval." see Abstract; column 4, line 43 to column 5, line 36; 
column 7, lines 3-63 and Figures 4, 5, 6, 7, 8 and 9. 

Regarding claim 47, Kadansky meets the claimed limitations as follows: 
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"A method carried out in a computer for providing periodic verification of the computer 
during requests from the computer to an intelligent storage device over a 
communications system, the method comprising: 

establishing an authentication handshake with the intelligent storage device, 
wherein the authentication handshake includes a session key and a sequence value; 
and periodically sending messages to the intelligent storage device, wherein the 
messages include the session key and the sequence value which are processed 
through a one-way hash function, wherein the intelligent storage device services the 
requests if the messages are valid and are received within a predetermined time 
interval." see Abstract; column 4, line 43 to column 5, line 36; column 7, lines 3-63 and 
Figures 4, 5, 6, 7, 8 and 9. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

A. Novaes (US 6,735,200) discloses a method for monitoring the availability of 
nodes in a communications network. 

B. Jarosz (US 20001/0054158) discloses a communication between nodes 
where a heartbeat message is used to identify a failure within a node. 

C. Luby et al. (US 2002/0129159) discloses a method for monitoring packets 
transmitted from a server to a variety of clients. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Matthew B. Smithers whose telephone number is (571) 
272-3876. The examiner can normally be reached on Monday-Friday (8:00-4:30) EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew T. Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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